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How cAN | work wiTH Al
TO HACK FASTER?
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SPHERICAL CHICKEN

K
IF YOU WANTED TO GET ROOT

oN MACOS, THERE S NO REASON
TO DEAL WITH THE KERNEL. OR
MEMORY CORRUPTION.

X
T S AN EXPERIMENT IN

ExPLOITATION AND Al (1.E.. AN
ACADEMIC EXERCISE)
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THINK OF AN EXPLOIT AS A PRIMITIVE ENRICHMENT PIPELINE

initial arbitrary arbitrary
primitive read code execution
leak library arbitrary

base write
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SHEET

WHAT WE TALkK AeouT WHEN WE TALK ABoUT ExPLOIT

EXPLOIT DEVELOPMENT IS THE PROCESS OF MAPPING A PATH THROUGH THE

DEVELOPMENT

ATTACKER CAPABILITY GRAPH.

AUTOMATING THIS WITH Al REQUIRES DISCOVERING THE STRUCTURE OF THIS
GRAPH. AGENTS CAN ADD TO THIS GRAPH BY CONSTRUCTING PoCs PROVING
EXISTENCE OF AN EXPLOIT PRIMITIVE.
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THE MorrIs WorM ExPLOITING FINGERD (1988)

stack buffer
overflow

o O

arbitrary
code execution
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Pwn20wN IPHoNE (2011)

heap
buffer overflow

K. ‘;i exfiltrate data
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Pwn20wN IPHoNE (2011)

heap
buffer overflow

PC control

exfiltrate
data

ROP payload
construction

heap control
via manipulation
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SeEAN HEELAN'S QuickJS ExperIMENTS (2026)
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SeEAN HEELAN'S QuickJS ExperIMENTS (2026)

heap arbitrary
use-after-free write

find libc . arbitrary
base . code execution

connect-backK
shell
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SeEAN HEELAN'S QuickJS ExperIMENTS (2026)

heap arbitrary write shellcode
use-after-free write to memory

leak 1ibc
polnter

find libc dlsym() rop gadget arbitrary
base equlvalent finder code executlon

Q_.

arbitrary teak  find ret-addr connect-bacK
read stack base to hijack shell
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KERNEL LPE SKETCH

messy write
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CVE-2026-6410Y4: Tue Tyre CONFUSION

Lpe_process smbfs . kext lpe_servers.py

\. J \. J \. J

_( fsgetpath(file_no = K) )_,

C file_id = file _no = Kj
<
SMB2 CREATE: REQUEST
SMB2 CREATE_AAPL_RESOLVE ID
SMB2 CREATE: RESPONSE
SMB2 CREATE_REQUEST_ LEASE

(: leasep = (struct smb2_lease x) K :)
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CVE-2026-6410Y4: Tue Tyre CONFUSION

void messy_write(uinté4_t kva, uint32_t x, uintlé_t v,
uinté4_t known_hi, uinté4_t known_Tlow)
{
assert(x(uinté4_t x)(kva + 8) = 0);
assert(x(uinté4_t *)(kva + 0x30) = known_hi):
assert(x(uinté64_t *)(kva + 0x38) = known_Tlow);

x(uint32_t %) (kva + 0x2c) = x: // controlled
*(uintl6_t *)(kva + 0x50) = vy; // controlled
x(uinté4_t %) (kva + 0x10) = 0: // forced
x(uinté4_t %) (kva + 0x18) = 0: // forced

SHEET

16
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CVE-2026-64699: THe LEAK

Lpe_process webdav. kext lpe_servers.py

\. J \. J \. J

—( read(N) )—,

kalloc_large(N)

rR : N byt ).
S ange ytes >

M bytes 1))/ ) MM bytes’ / / , Yy

< ( 206 Partial: M bytes (M < N) )
"

response //// old page data/,

< ( return N bytes )
- 4
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CVE-2026-64699: THe LEAK

uinté4_t MAX_READ = 16 % 1024 * 1204;

bytes Tleak() {
page = kalloc_large(MAX_READ, ZERO = false);
return page;
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KERNEL LPE SKETCH

messy write

type confusion

write

v y copy pid 1
[ R proc creds

?
N “.. ‘I..
N 4 L 4
.... &

|

L 3
* L 4 * L 2

L ...-" ...-"

RIEN oo’ execv(”/bin/sh")

Qgun®

heap residue
leak

arbitrary
read
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KERNEL LPE SKETCH

messy write

type confusion

. Write
0‘.‘“Il..“
V’ , copy pid 1
"t proc creds
..".~... .0“-...$‘ .o“-..’$‘
) ..*: ‘-IIIIIIIIIIIIIIIN :
heap residue | . : 3 :
EEEEn lIllllllllllll-llllll':ll--Illl"'------ ¢‘v"..|". ‘..Il".
-Leak ‘ “t“
ST e execv(“/bin/sh")
»,
arbitrary

read




ORGANIZATION

Caur ReseArcH // UNPROMPTED.AU

® 1psw

® 1psw-skill
® IDA Pro

® 1da-mcp-rs

NOTEBOOK

2026: Al-AssisTEp ExpLoiT DEVELOPMENT - XNU

Asipe: THE RiG

® A Virtualization.framework-based VM

®* Along with a set of skills to kick 1t around

* 1tdb kernel debuggilng

® An M5 MacBook Air on a dedicated network

® SSH + passwordless sudo
® A checkout of the Apple 0SS XNU code

SHEET

21
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WORKING TOWARDS THE FIRST WAYPOINT — KASLR LEAK

"The next step 1s to look for a way to defeat kKASLR -- a
disclosure specified by an absolute address 1s not directly
helpful. Review the [type confusion] bug in both directions

and find a way to leak / disclose / compute the KASLR
slide. There's some other unverified vulnerabilities

under ./previous_research including a potential heap data

Leak. ..."
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LEAKING A KERNEL HEAP POINTER

lpe_process mach_ipc kalloc_large webdav. kext

512 x mach_msg
OOL ports: P x 16383
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same stale pointer run
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THERE S A SECOND PRIMITIVE WE CAN CONSTRUCT

NOTEBOOK
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void race_w_fptr(uinté64_t kva,

uinté4_t known_hi, uinté64_t known_Tlow)

.{

assert(x(uintésa_t *)(kva + 8) = 0):

assert(x(uinté4_t *)(kva + Ox30) = known_hi);
assert(x(uinté4_t *)(kva + Ox38) = known_low);

SHEET

24

*(uinté4_t *)(kva + 0x10) = &_smb2_smb_parse_create_contexts;
// some short period of time

x(uint64_t *)(kva + 0x10) = 0;: // forced
x(uint64_t *)(kva + 0x18) = 0: // forced
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SADLY, THAT VERSION DOESN T WORK WITH MTE

(: leaked &P [tag A] :)

(/ Y
TAG A TAG'B
struct ipc_port P next allocation
0x90-byte zone element different allocation tag
( ™~ K
_ _ _ +08 +10 +18 K+30 K+38 POINTER TAG A
ordinary ipc_port fields P+ |
P + 0x00 .. P + 0x67 0x68 | zero | write | zero P+98 P+A0O # allocation tag B
\ A MTE fault
- A
I
I
P + 0x90

PORT BOUNDARY
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LEAKING A KERNEL HEAP POINTER - TAKE Two

lpe_process bsd.net kalloc_large webdav. kext

\. J . J \. J .

—C ~8000 x ICMPv6 sockets }
—( raw.pcblist_n x many >+

€llocate inp_list [@—b
(oo ) (st ) (e ) .. ()]

e ‘unN
|

ree, no zero
. 4

Q
[ &inp@ &inpl. &inp2\.. J
———C leak () :
| reclaim residue
|1 =

|
tagged &inpl[] candidateg——l————

-t
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KERNEL LPE SKETCH

messy write

type confusion

write

v y copy pid 1
[ R proc creds

?
N “.. ‘I..
N 4 L 4
.... &

|

L 3
* L 4 * L 2

L ...-" ...-"

RIEN oo’ execv(”/bin/sh")

Qgun®

heap residue
leak

arbitrary
read
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KERNEL LPE SKETCH

messy write

type confusion

write

copy pid 1
... proc creds

Yo, = s
Te, A.o“ ' .Q‘ .0“ ' .Q‘
o lllllIIIlllllIIIIlllllll“IIIIIIIIIIIIIIIIIIIIIIIIN ‘-IIIIIIIIIIIIIIIN :
heap residue . - 2 4 2
““ "..."’ "..."’

leak e, 4
.'..nt.. 0“- ..‘ ““ execv(”/bin/Sh,’)

& t‘\“
[ | [ ]
..-....». n
| |
° ?
* 4
...-"

arbitrary

leak heap read
object
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KERNEL LPE SKETCH

messy write

type confusion

copy pid 1
*..,. Pproc creds
....‘.0“-...“ .0“-...$‘
heap r\esidue EEEEE NS EEEEEEEEESR llllll“l-lllllllllll lllllllll.‘;:" ...-llllllllllllll.»"" ’.:

leak
execv(”/bin/sh”)

arbitrary

leak heap read
object
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THE NEXT WAYPOINT 1S KERNEL READ + WRITE

"This ... [messy_write] corrupts memory (multiple zero
writes) and has a precondition requirement requiring a zero
word. You should 1nvestigate building a better kread or
kwrite primitive using this new one and the other ones we
already have (the write via the type confusion). There must
be a way to construct a more reliable and easily used read/
write using the [leaked pointers or the kernel
globals] ... This may take multiple enrichment steps, so

consider all ideas / primitives we can construct along the
way ..."




OOOOOOOOOOOO

MANY INCOMPLETE OR FAILED IDEAS.

*LIKE 16 HOURS?

OOOOOOOO

2026: Al-AssisTEp ExpLoiT DEVELOPMENT - XNU

ONE ETERNITY* LATER...

EEEEE




ORGANIZATION NOTEBOOK SHEET

CaurF ResearcH // UNPROMPTED.AU 2026: Al-AssisTEp ExpLoiT DEVELOPMENT - XNU 32

START SOME COLLABORATION

"I was curious about redirecting one of the global hash
table pointers 1n SMB or webdav to overlap with a sysctl
buffer of an OPAQUE type that you can read and write. A
STRING might work but 1t may run 1nto the same problems
with the read as before. Can you explore this 1i1dea?"
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WHILE IT SMASHES THROUGH THE WALL...

SHEET

34

"The ICMPvé6 socket filter looks interesting -- how 1s the

1np polnter looked up?

44

"Can you dig deeper into the IPv6 filter get/setopt path.

Double check that the 1nép_icmpé6filt field 1isn't
protected by dPAC or anything. Provide a struct with

offsets for the 1nép structure."
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NOTEBOOK
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REDIRECTION TO USE A NEW IDEA

SHEET

35

"The current pivot from our "bad" corruption to a cleaner
read and then write utilizes a __DATA overwrite and 1s a

very messy (leading to instability)...

Consider both of the

heap structures we know about and the leak primitives, how

they work, and what they require. Why can't we do go
straight to the ICMPv6 filter technique from the leaked

ICMP6 socket 1npch?”




ORGANIZATION NOTEBOOK SHEET

CaurF ResearcH // UNPROMPTED.AU 2026: Al-AssisTEp ExpLoiT DEVELOPMENT - XNU 36

CoNSTRUCTING A ReLIABLE KErRNEL READ AND WRITE

é ) é )
sockA sockB
aiming handle copy handle
\. J \. J
é ¢ Ny é l Ny
inpA inpB
+0x020 inp_list. le_next +0x020 inp_Llist. le_next
+0x120, +0x128 gates = 0
. < STEP 1: A writes target into B.filter
+0x148 1in6p_icmpofilt +0x148 1in6p_icmpofilt
= &inpB.1inbp_icmp6filt = target address
§ - ’ J
r )

target memory

32-byte R/W window
\. J STEP 2: B copies through target
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KERNEL LPE SKETCH

messy write

type confusion

copy pid 1
*..,. Pproc creds
....‘.0“-...“ .0“-...$‘
heap r\esidue EEEEE NS EEEEEEEEESR llllll“l-lllllllllll lllllllll.‘;:" ...-llllllllllllll.»"" ’.:

leak
execv(”/bin/sh”)

arbitrary

leak heap read
object
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KERNEL LPE SKETCH

arbitrary

messy write write

type confusion

slide .., proc creds

heap residue
leak

execv(”/bin/sh”)

lLeak heap arbitrary
object read
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messy write

type confusion

heap residue
leak

leak heap
object

NOTEBOOK

2026: Al-AssisTEp ExpLoiT DEVELOPMENT - XNU

KERNEL LPE SKETCH

arbitrary
write

arbitrary
read

SHEET
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execv(”/bin/sh”)
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Now, THE END — SWAP PROCESS CREDENTIALS

"Is this [kernel read and write] enough to complete the

NOTEBOOK

2026: Al-AssisTEp ExpLoiT DEVELOPMENT - XNU

LPE? Can we steal Llaunchd's proc_ucred?"

SHEET

40
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THE LLM TEWS ME | M AN
IDIOT.
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struct proc_ro
proc_ro / ZONE_ID_PROC_RO

struct proc
proc_task / ZONE_ID_PROC_TASK -

struct thread_ro
threads_ro / ZONE_ID _THREAD_RO struct ucred / kauth_cred_t

cred / ZONE_ID_KAUTH_CRED

—

struct thread
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struct proc_ro
proc_ro / ZONE_ID_PROC_RO

struct thread_ro
threads _ro / ZONE_ID_THREAD_RO

struct proc

proc_task / ZONE_ID_PROC_TASK

struct ucred / kauth_cred_t
cred / ZONE_ID_KAUTH_CRED

cr_uid

struct thread

—
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struct proc_ro
proc_ro / ZONE_ID_PROC_RO

struct thread_ro
threads_ro / ZONE_ID _THREAD_RO struct ucred / kauth_cred_t

cred / ZONE_ID_KAUTH_CRED

struct proc

proc_task / ZONE_ID_PROC_TASK

struct thread

threads / ZONE_ID_THREAD

o )
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messy write

type confusion

heap residue
leak

leak heap
object

NOTEBOOK
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KERNEL LPE SKETCH

arbitrary
write

arbitrary
read

SHEET
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execv(”/bin/sh”)
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KERNEL LPE SKETCH

arbitrary

messy write write

type confusion

- process
.’0.:". ,.... Wr‘ite
’0.’. .....‘.0‘ .Q“
leak kernel"™., . :

slide

SN
heap residue . '
| 1‘ launch
: ” process as root
process
leak heap arbitrary read

object read
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KERNEL LPE SKETCH

arbitrary

messy write write

type confusion

Process

L 4

leak kernel™s.,

....‘.“‘ll..“
heap residue v.
Leak *** Tlaunch

process as root

Process

leak heap arbitrary read
object read
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THE LAST REAL HURDLE...

11

Consider the idea of using the kread/kwrite to
[modify] ... a userland process like launchd...”
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STEP 1: PARK THE WORKER THREAD IN THE KERNEL

USER KERNEL

~ ) ~ )
LPE_SIMPLE XNU
LPE_SIMPLE—THREADS]]

1~ threads[0]: main

threads[1l]: worker
f N
é A LAUNCHD—TH S[]

® WORKER THREAD
[ threads[a])

]

data_pipe[0] // write

. S

LLl

O]

<C

- (am

O i /
VIRTUAL MEMORY w ; ~ ~
( N E - 1pe_simple~threads[1]
RESULT [ ] a

thread-map elf

s
" y
~—— J
& J " J
' ) /

LAUNCHD 4 )
launchd-threads[0]
VIRTUAL MEMORY
f ) thread-map launchd ]
sl W7~ 7/, |
J
\ J
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STeEP 2: USE THE MAIN THREAD TO SWAP THE THREAD MAP

USER KERNEL
4 ) 4 N
LPE_SIMPLE XNU
7~ ~ LPE_SIMPLE—THREADS]]
® MAIN THREAD threads[0]: main
data _pipe[l] // read \
\ y \r . threads[1]: worker
- R mg[]
WORKER THREAD o
LLI
data_pipe[0] // write Sg threads[0]
G J o -
2 || w /
VIRTUAL MEMORY w ; - ~
( 0 o - lpe_simple-threads[1]
RESULT [ ] a
launchd
. J
— y,
- y,
4 )
LAUNCHD 4 )
launchd-th
VIRTUAL MEMORY

7

thread-map

SN SN 7/ |
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STEP 3: MAKE ROOM IN THE PIPE TO WAKE THE WORKER

USER KERNEL
4 N 4 N
LPE_SIMPLE XNU
7~ ~ LPE_SIMPLE—THREADS]]
® MAIN THREAD —~ threads[0]: main
data _pipe[l] // read
\_ y N threads[1l]: worker
( R . _J
é ) LAUNCHD—TH S[]

® WORKER THREAD

[ threads[0] )

LLl
data_pipel[0] // write * ‘2 E
- -/ S =
— L /
VIRTUAL MEMORY 7p P ~
u N E lpe_simple-threads[1]
RESULT [ ] -
;// launchd
\ _J f ; 5
_J
. ) \ J
) a /
LAUNCHD g b
launchd-threads[0]
VIRTUAL MEMORY

(

thread-map launchd ]
J

SN SN 77/ |
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STEP 4: KERNEL TRIGGERS XPROCESS READ FROM WORKER

USER
é )
LPE_SIMPLE
-
® WORKER THREAD L |
data_pipe[0] // write
\
VIRTUAL MEMORY
-
RESULT [
.
\ J
4 )
LAUNCHD
VIRTUAL MEMORY
-
N 7
.
. /

KERNEL

f

LPE_SIMPLE—THREADS]]

threads[0]: main

[

threads[1l]: worker
~
LAUNCHD—TH S[]

(u; o [ threads[a])
A=
— —
|| & /
‘u’j - N
o lpe_simple-threads[1]
o
thread-map launchd
- \ J
g / N
launchd-threads[0]
thread-map launchd ]
J
\

\
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STEP 5: WHILE WORKER PARKED, FIX THE MAP

USER

f

LPE_SIMPLE

KERNEL

) a4

r

.

® MAIN THREAD

data _pipe[l] // read

LPE_SIMPLE—THREADS]]

threads[0]: main

r

.

WORKER THREAD

data_pipe[0] // write

VIRTUAL MEMORY

r

PIPE STORAGE

RESULT [

[
|

FILLER

threads[1l]: worker
~
LAUNCHD—TH S[]

[ threads[0] )

LAUNCHD

VIRTUAL MEMORY

(

ADDR [

b7

~
lpe_simple-threads[1]
thread-map self
J
x////\
launchd-threads|[0]

thread-map launchd }
J
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STEP 6: WORKER RESUMES AND FINISHES COPY (OR NOT)
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USER KERNEL
e ) e )
LPE_SIMPLE XNU
- ~ LPE_SIMPLE—THREADS]]
data_pipel[l] // read \
. y threads[1l]: worker
f N )
—
a A - LAUNCHD—TH S
® \WORKER THREAD
4
data_pipe[0] // write 7 U D]
L
VIRTUAL MEMORY / ~ l/ ~
( lpe_simple-threads[1]
RESULT [ ]
thread-map self
"/
.
J
& . _J
/
- ~ D§@mm1
LAUNCHD / 4 ™
, 1 launchd-threads[0]
VIRTUAL MEMORY Y
( / =" - thread-map launchd ]
N R 7 nt ]
J
.
\ J \ J
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STEP *: FINALLY, COPY THE DATA BACK OUT OF THE KERNEL

USER KERNEL

a4 N a4 N
LPE_SIMPLE XNU

a N

® MAIN THREAD threads[0]: main

data_pipe[l] // read \ threade 11 worker
. s[1]: worke
LAUNCHD—TH S[]

LPE_SIMPLE—THREADS]]

4
|

A el =~
LLI v
0) threads[0]
<C
am
e} !//
|_
VIRTUAL MEMORY CUIJD ~ ~
4 ) &
o

lpe_simple-threads[1]

thread-map self

" J
' ) /

SN

J/

LAUNCHD 4 )
launchd-threads[0]
VIRTUAL MEMORY
f ) thread-map launchd ]
sl W7~ 7/, |
J
\ J
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KERNEL LPE SKETCH
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JUST "MAKING LICENSE PLATES NOW

“Keep going, you’'ve almost got root!”
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TAKEAWAYS, OBSERVATIONS, AND .:~ VIBES™:.
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1. PAIR HACKING IS STILL STRONG.
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T

L ik

Tl

1. PAIR HACKING IS STILL STRONG. ( OR NOW?)
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HISTORY
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|'M JUST A SIMPLE

USERSPACE HACKER.
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3. YOU CAN LEARN
*FAST™ wiTH LLMs.
DON T IGNORE THE
POWER OF ACTIVE
LEARNING.

THIS WORK TOOK 5 DAYS, AND | HADN T WRITTEN AN XNU
EXPLOIT SINCE 2010. I'M JUST A SIMPLE USERSPACE DUMMY.
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THANKS!

UNPROMPTED.AU: MARK,
QuUESTIONS?! SIANNA, THE REVIEW
BoARD

CALIF FOLKS: BRUCE,
JOSH, AND THAI




